Abstract. In order to improve the efficiency of ring-based signature scheme, a new ring-based signature scheme based on cubic residues is proposed. The scheme does not need any bilinear pairing computation which is known to be difficult to computation. The proposed scheme is proved to meet the signer unconditional anonymity. The scheme is also secure against existing forgery on the adaptively chosen message and identity attack under assumption of the hardness of integer factorization.
Introduction
A ring signature can be regarded as a simplified group signature with no manager, no group setup procedure, and no revocation mechanism against signer's anonymity. In a ring signature scheme, the information of all possible signers serves as a part of the ring signature for the signed message. A valid ring signature will convince the verifier that the signature is generated from one of the ring members, without revealing any information about which ring member is the actual signer. Rivest et al. [1] firstly proposed the concept of ring signature. Then many identity-based ring signature schemes from bilinear pairings were proposed [2, 3] . For all these schemes, the performance heavily depends on the cost of computing pairing operations. In [4] , it was proposed that an identity-based ring signature scheme based on quadratic residues. The proposed is more efficient than those which are constructed from bilinear pairings. Recently, Guo et al. [5] proposed a identity-based signature scheme based on cubic residues from Eisenstein integer ring. In this paper we propose a new identity-based signature scheme based on cubic residue from integer ring .
Z If one selects proper parameters, the computational efficiency of constructing a cubic residue is better than constructing a quadratic residue. The scheme is secure against existing forgery on the adaptively chosen message and identity attack under assumption of the hardness of integer factorization. The proposed scheme is proved to meet the signer unconditional anonymity. The rest of the paper is organized as follows. In Section 2, we give a brief review of Xiong et al.'s scheme. In Section 3, a identity-based signature scheme based on cubic residues is proposed. Section 4 gives the security analysis for the proposed scheme. 
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Security analysis
We now consider three security requirements for the proposed scheme: key secrecy, unforgeability and signer anonymity. Given all public information, deducing signer ' Us private key 
U
V is independent and uniformly distributed. Thus, no adversary can guess the actual signer with the probability greater than 1/. n Similarly as in [4, 5] , we can prove that the proposed scheme is also secure against existing forgery on the adaptively chosen message and identity attack under assumption of the hardness of integer factorization.
